TP pfSense : Redirection de ports

Schéma du lab

SSH : 172.16.50.10:22 SSH : 10.10.50.5:2222

HTTP : 172.16.50.10:80 HTTP : 10.10.50.5:8080

Port
Forwarding

" Serveur Debian pfSense Client

Réle : client
externe

Etape 1et2:

Réseau NAT_WAN :

NAT Netv

1Pv4 Prefix  IPV6 P DHCP Server

|NAT_WAN 10.10.50.0/24 fd17:625c:f037:a32:/64 Enabled

General Options Redirection de ports

Nom: NAT WAN

|Pv4 Prefix:  10.10.50.0/24

. Enable DHCP

Configuration du réseau NAT_WAN (WAN) avec DHCP activé

VM1 pfSense (Firewall) :



ﬂ' VM1 pfSense - Settings

Basic Expert
Général Réseau
ystem

Affichac Attached to NAT

Name NAT_WAN

Audio Promiscuous Mode Refuser

ual Cable Conns

Ports st

Port 1

Annuler

ﬂ' VM1 pfSense - Settings
Basic Expert

Général Réseau
Adapter 1 Adapter 2
@ -

Afficha Attached to Réseau interne

System

Name  LAN_PFSENSE
Stockage

Audio Promiscuous Mode

® Virtual Cable Connected

Ports séries

Port 1
Shared Folders

Interface utilisateur

Annuler

Paramétrage de l'interface LAN de la VM pfSense

VM2 Serveur Linux :

VM 2 Serveur Linux (Debian) - Settings
Basic Expert

Général Réseau

Attached to eau interne

Name  LAN_PFSENSE

Audio

Réseau

Port:

Ports séries

Port 1

Shared Fold

Interface

Annuler




Configuration réseau du serveur Debian dans le LAN

VM3 Client WAN :

£+ VM3 Client WAN - Settings
Basic Expert

Général Réseau
Adapter 1

B i

tem

Attached to Réseau NAT

Name NAT_WAN
Stockage
Audio o ous Mode Ref
Réseau
Ports
USB Ports séries

Port 1
red Folders

=
o
O
9
»
=
»
I 4
|
@

Annuler

Configuration réseau du client WAN

Etape 3 :

Configuration Apache :

5 | Apache2Debian DefaultPag: x  +

< C O D hitpi//lecalhost

Apache2 Debian Default Page

This is the default welcome page used te test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed

at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Dekian tools. The configuration system is fully
documented in /usr/share/docfapache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

/etc/apache2/
| -- apache2.conf
| ‘-- ports.conf
| -- mods-enabled
| |-- *.load
| ‘.- *_conf

|-- conf-enabled
] E

* anE




ludivine@srv1: ~ Qfl = X

Configuration SSH :

ludivine@srvi: ~ aQ = X

Configuration finale du serveur :



ludivine @srvl: ~ afl = b

ER UP>= mtu

erre

- preferred

ludivine @srv1: ~ Qf = X




Etape 5 :

E)  Apache2 Debian Default Pag- % | i pfSense.mediaschoolloc: X + ' x
« C O 8 NotSecure http://172.16.50.1/firewall_rul bxs &g =
=wEe

Firewall / Rules / Edit

Edit Firewall Rule

Action Pass

Choose what to do with packets that match the criteria specified below.
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP pert unreachable for UDP) is returned to the sender,

whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [ Disable this rule
Set this option te disable this rule without removing it from the list.

Interface WAN o
Choose the interface from which packets must come to match this rule.

Address Family 1Pvé
Select the Internet Protocol version this rule applies to.
Protocol ICMP e
Choose which IP protocol this rule should match
ICMP Subtypes any

Alternate Host
Datagram conversian error
Echo reply
For ICMP rules on IPv4, one or more of these |CMP subtypes may be specified

)  Apache2 Debian Default Pag X [Zi pfSense mediaschoolloc: X + S
<« C O B Not Secure  http://172.16.50.1/firewall_rules_e =
Datagram conversion error
Echo reply

For ICMP rules on IPv4, one or more of these ICMP subtypes may be specified.

Source
Source (7] Invert match Any v Source Address / v
Destination [ Invert match WAN address v Destination Address / v
Log [Z Log packets that are handled by this rule

Hint: the firewall has limited local log space. Don't turn on legging for everything. If doing a lot of logging, consider using a remote syslog server (see
the Status: System Logs: Settings page)

Description | ALLOW-CMP-WAN J
A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset label and displayed in the

firewall log

Advanced Options




) | Apache2 Debian Default Pag: * 24 pfSense.mediaschoolloc: X | + ~
P g P

« & O & Not Secure 172.16.50.1 w &

Firewall -

ITY EDITION

Firewall / Rules / WAN w = @

" Apply Changes

Floating WAN LAN

——
Rules (Drag to Change Order)
States  Protocol Source  Port Destination Port  Gateway Queue  Schedule Description Actions
0/0B  IPv4ICMP * * WAN address * * nane Allow ICMP on WAN LAO00mX
any
ludivine @srv1: ~ QN =

Etape 6 :

Redirection SSH :




B [ pfSense.mediaschoolloc: .  + ~ x

« = C O 8 Mot Secure http://172.16.50.1/firewall_nat_edit.php?id=0 w g n =
e

Firewall / NAT / Port Forward / Edit

Edit Redirect Entry

Disabled T Disable this rule

No RDR (NOT) [_) Disable redirection for traffic matehing this rule
This option is rarely needed. Don't use this without thorough knowledge of the implications.

Interface WAN v

Choose which interface this rule applies to. In most cases "WAN" is specified.

Address Family |Pv4 ~
Select the Internet Protocol version this rule applies to.

Protocol TCP v

Choose which protocol this rule should match. In most cases "TCP" is specified.

Destination || Invert match. WAN address hd 4 v
Type Address/mask
Destination port range Other v 2222 Other ~ 2222
Eram mart Muaetnmm T nnrd MNictam
El o] pfSense.mediaschoolloc: X + (3
« = C O & Mot Secure http://172.16.50.1/firewall_nat_edit.php?id=0 bk d (ﬁ'
J— TR
Type Address/mask
Destination portrange | Other v 2222 Other v 2222
From port Custom To port Custorn

Specify the port or port range for the destination of the packet for this mapping. The 'to’ field may be left empty if only mapping a single port.

Redirect target |P Address or Alias v 172.16.50.1
Type Address

Enter the internal IP address of the server on which to map the ports. e.g.. 192.168.1.12 for IPv4
In case of IPv6 addresses, in must be from the same “scope’,
i.e. itis not possible to redirect from link-local addresses scope (fe80:*) to local scope (1)

Redirect target port SSH v

Port Custom

Specify the port on the machine with the |P address entered above. In case of a port range, specify the beginning port of the range (the end port will be
caleulated automnatieally)
This is usually identical to the "From port" above

Description Port-Forward-SSH

A description may be entered here for administrative reference (not parsed).

No XMLRPC Sync [_| Do not automatically sync to other GARP members
This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave.

NAT reflection Use system default e



8 i pfSense.mediaschool.loc: X ar

“~ C O & Not Secure http://172.16.50.1/firewal_nat_edit.php?id=0 W &g N =
Redirect target port SSH N
Port Custom

Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of the range (the end port will be
calculated automatically).
This is usually identical to the "From port" above.

Description Port-Forward-SSH

A description may be entered here for administrative reference (not parsed)

No XMLRPC Sync ] Do not automatically sync to other CARP members
This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave

NAT reflection Use system default ~

Filter rule association Rule NAT Port-Forward-SSH hd

View the filter rule

Rule Information

Created 1/17/26 17:04:59 by admin@172.16.50.10 (Local Database)

Updated 1/17/26 17:04:59 by admin@172.16.50.10 {Local Database)

Firewall / NAT / Port Forward (7]

The NAT configuration has been changed Aooly Changes
The changes must be applied for them to take effect S :

Port Forward 11 Outbound NPt
I
[} Interface  Protocol  Source Address Source Ports Dest. Address Dest. Ports  NATIP NAT Ports  Description Actions
] & 23 WaN TCP & = WAN address 2222 172.16.50.1 22 (SSH) Port-Forward-SSH LOm
1 anand

Redirection HTTP :



Firewall / NAT / Port Forward / Edit [ 2]

Edit Redirect Entry

Disabled (| Disable this rule

No RDR (NOT) 7| Disable redirection for traffic matching this rule
This optien is rarely needed. Don't use this without thorough knowledge of the implications.

Interface WAN -

Choose which interface this rule applies to. In most cases "WAN" is specified.

Address Family IPv4 w
Select the Internet Protocol version this rule applies to.

Protocol TCR ~

Choose which protocol this rule should match. In most cases "TCP" is specified.

Source &% Display Advanced

Destination [| Invert match. WAN address ~ / v
Type Address/mask
Destination nort ranae Other v 8080 Other » 8080
El o] pfSense.mediaschool.loc: % + ' x
- C O # NotSecure hitp://172.16.50.1/firewall_nat_edit.php?after=-1 w @ o=
- From port Custom To port Custom

Specify the port or port range for the destination of the packet for this mapping. The 'to' field may be left empty if only mapping a single port.

Address or Alias ~ 172.16.50.10
Type Address

Redirect target [P

Enter the internal IP address of the server on which to map the ports. e.g.: 192.168.1.12 for IPv4

In case of IPv6 addresses, in must be from the same “scope”,

i.e. itis not pessible to redirect from link-local addresses scope (fe80:*) to local scope (1)
HTTP v

Port Custom

Redirect target port

Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of the range (the end port will be
calculated automatically)
This is usually identical to the "From port" above.

Description | Port-Forward-HTTP |

A description may be entered here for administrative reference (net parsed).

No XMLRPC Sync ] Do not automatically sync to other CARP members
This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave

NAT reflection Use system default hd

Filter rule association Add associated filter rule v

The "pass" selection does not work properlv with Multi-WAN. It will onlv work on an interface containina the default aatewav.



B | [ pfoensemediaschoolloc: ¥ +

&« C O ® Not Secure http://172.16.50.1/firewall_nat_edit.php?after=-1 ks @ a
ENEr (ME IMErman e aoaress o me server on wnicr uo map e pons. €.g.. 192 100, [.T£ 10T 1Fva
In case of IPv6 addresses, in must be from the same "scope’,
i.e. itis not possible to redirect from link-local addresses scope (fe80:*) to local scope (1)

HTTP M
Port Custom

Redirect target port

Specify the port on the machine with the |P address entered above. In case of a port range, specify the beginning pert of the range (the end port will be
calculated automnatically)
This is usually identical to the "From pert" above

Description | Port-Forward-HTTP| |

A description may be entered here for administrative reference (not parsed).

Mo XMLRPC Sync [ Do not automatically sync to other CARP members
This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave

NAT reflection Use system default >

Filter rule association Add associated filter rule v
The "pass" selection does not work properly with Multi-WAN. It will only work on an interface containing the default gateway.

Firewall / NAT / Port Forward e
Port Forward 1:1 Outbound NPt
@ Interface  Protocol Source Address  Source Ports  Dest. Address  Dest. Ports  NATIP NAT Ports  Description Actions
& 22 WAN TCP * * WAN address 8080 172.16.50.10 80 (HTTP)  Port-Forward-HTTP LS0m
] « 338 WAN TCP * * WAN address 2222 172.16.501 22 (SSH) Port-Forward-S5H SO

[ JP—

Etape 7 :

Test connexion SSH :

Avant de tester la connexion SSH chez le client je cherche mon adresse IPV4 WAN dans pfsense :



Status / Interfaces =@

WAN Interface (wan, em0)

Status  up

DHCP up Relinquish Lease

MAC Address  08:00:27:08:22:f3
IPv4 Address  10.10.50.5
Subnet mask IPv4  255.255.255.0
Gateway IPv4  170.10.50.1
IPv6 Link Local  feB0:a00:27f:fe08:2213%em0
DNS servers  192.108.1.254
MTU 1500
Media 1000baseT <full-duplex>
In/out packets  294669/111640 (375.79 MiB/4.63 MiB)
In/out packets (pass) 294669/711640 (375.79 MiB/4.63 MiB)
In/out packets (block) 0/0 (0 B/0 B)
In/out errors  0/0
Collisions 0

LAN Interface (lan, em1)

Status  up
MAC Address  08:00:27:2c:ef-29
IPv4 Address  172.16.50.1
Subnet mask IPvd  255.255.255.0
IPv6 Link Local  fe80::a00:27ff:fe2cef29%em1
MTII 150N

Mon adresse IPv4 est 10.10.50.5

Le client WAN doit avoir une adresse IP; dans un premier temps je fais les mises a jour puis jinstalle le logiciel
pour qu’une adresse IP lui soit donnée :

ludivine@srv1: ~ Q= X




ludivine@srvi: ~ Q = X

Son adresse IP lui a été donnée (10.10.50.4/24)

Je me suis rendue compte que je n'avais pas crée d’user1. J'en ai crée un sur le serveur avec un mot de passe
puis le test peut étre fait :



ludivine @srvl: ~

PREEMPT DYNAMIC

Test connexion HTTP :



8

Apache2 Debian Default Pag: X~ +

@]

O & Not Secure http://10.10.50.5:8080

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means

that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configuration, and split
into several files optimized for interaction with Debian tools. The configuration system is fully
documented in Jusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The eonfiguration layout fer an Apache2 web server installation en Debian systems is as follows:

setc/apache2/

| -- apachez.conf

| ‘-- ports.conf
| -- mods-enabled

| |-- *.load
| ‘-- x.conf
|-- conf-enabled

L e ¥ _conf

Bonus :




